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ABSTRACT 
As the alarming growth of connectivity of computers and the significant number of computer-related 
applications increase in recent years, the challenge of fulfilling cyber-security is increasing 
consistently. It also needs a proper protection system for numerous cyber attacks. Thus, detecting 
inconsistency and attacks in a computer network and developing intrusion detection system (IDS) that 
performs a potential role for cyber-security. Artificial intelligence, particularly machine learning 
techniques, has been used to develop a useful data-driven intrusion detection system. In this paper, we 
employ various popular machine learning classification algorithms, namely Bayesian Network, Naive 
Bayes classifier, Decision Tree, Random Decision Forest, Random Tree, Decision Table, and Artificial 
Neural Network, to detect intrusions due to provide intelligent services in the domain of cyber-security. 
Finally, we test the effectiveness of various experiments on cyber-security datasets having several 
categories of cyber-attacks and evaluate the effectiveness of the performance metrics, precision, recall, 
f1-score, and accuracy. 

KEYWORDS: Cybersecurity, Cyber-attacks, Intrusions, Intrusion detection system, Machine learning · 
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1.0 INTRODUCTION 
 
In recent days, cyber-security and protection against numerous cyber-attacks are becoming a burning 
question. The main reason behind that is the tremendous growth of computer networks and the vast 
number of relevant applications used by individuals or groups for either personal or commercial use, 
specially after the acceptance of Internet- of-Things (IoT). The cyber-attacks cause severe damage and 
severe financial losses in large-scale networks [1-9]. The existing solutions like hardware and software 
firewalls, user’s authentication, and data encryption method are not sufficient to meet the challenge of 
upcoming demand, and unfortunately, not able to protect the computer network’s several cyber-threats. 
These conventional security structures are not sufficient as safeguard due to the faster rigorous 
evolution of intrusion systems [10-16]. Firewall only controls every accesses from network to network, 
which means prevent access between networks. But it does not provide any signal in case of an internal 
attack. So, it is obvious to develop accurate defense techniques such as machine learning-based 
intrusion detection system (IDS) for the system’s security [17-24]. 

In general, an intrusion detection system (IDS) is a system or software that detects infectious activities 
and violations of policy in a network or system. An IDS identifies the inconsistencies and abnormal 
behavior on a network during the functioning of daily activities in a network or system used to detect 
risks or attacks related to network security, like denial-of-service (DoS). An intrusion detection system 
also helps to locate, decide, and control unauthorized system behavior such as unauthorized access, or 
modification and destruction. There are different types of intrusion detection systems based on the user 
perspective. For instance, they are host-based and network-based IDS [25-32]. 

These are in the scope of single computers to large networks some extend. In a host- based intrusion 
detection system (HIDS), it lies on an individual system and keeps track of operating system files for 
inconsistency and abnormalities in the activity. In contrast, the network intrusion detection system 
(NIDS) investigates and scans connections in the network for unwanted traffic. On the other hand, 
there are two approaches based on detection, one is signature-based, and another one is anomaly-based 
detection. Signature-based IDS explores the byte patterns in the path of the network. One can treat it as 
malicious instruction sequences used by malware. It arises from antivirus software referred to the 
groups or patterns as signatures detected in it. Signature-based IDS cannot detect attacks, for which 
there is no pattern available before. An anomaly-based IDS, it examines the behavior of the network 
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and finds patterns, automatically creates a data-driven model for profiling the expected behavior, and 
thus detects deviations in the case of any anomalies. The merit of this anomaly-based IDS is to trace 
current, latest, and unseen inconsistencies or cyber-attacks like denial-of-services [33-39]. 

For developing computational methods to identify various cyber-attacks, it needs to analyze different 
incident patterns, and eventually predict the threats utilizing cyber- security data. It is known as a data-
driven intelligent intrusion detection system. To build a data-driven intrusion detection model, the 
knowledge of artificial intelligence, particularly machine learning techniques, is essential. However, 
the prediction of cyber-attacks using machine learning algorithms is problematic due to the several 
identifications of multiple classifiers results in different contexts depending on data characteristics. For 
this reason, we analyze several machine learning algorithms on intrusion detection systems for utilizing 
cyber-security data. For this purpose, we employ various popular machine learning classification 
techniques, such as Bayesian Network (BN), Naive Bayes (NB), Random Forest (RF), Decision Tree 
(DT), Random Tree (RT), Decision Table (DTb), and Artificial Neural Network (ANN), for pro- 
viding intelligent services in the domain of cyber-security, particularly for intrusion detection. Finally, 
the effectiveness is tested by conducting numerous experiments on cyber-security datasets consisting of 
several categories of cyberattacks, and evaluates the effectiveness by measuring the performance 
metrics precision, recall, f1-score, and accuracy for these machine learning-based IDS models [40-47]. 

2.0 LITERATURE REVIEW 

In this section, we first define cyber-security, represents the systems or software of pro- tection of data, 
program, connections among computers from several unwanted attacks such as unauthorized attacks, 
modification, fabrication. As conventional security systems are not enough for detecting network 
security, we focus on developing an intrusion detection system (IDS) to explore and detect the system’s 
security [1-17]. 

Intrusion defines as an unauthorized activity that causes damage to an information system. That means 
any attack that could pose a possible threat to information confidentiality, integrity, or availability is 
considered an intrusion. Presently firewalls, access control, and cryptography are the main defensive 
mechanisms deployed against intrusions used for detecting internal attacks. However, intrusion 
detection systems are used for detecting internal as well as external attacks. Despite detecting known 
attacks on signature-based IDS discussed above, in this work, we aim to focus on an anomaly-based 
intrusion detection model [18-27]. 

An anomaly is a state of deviation from familiarized behavior. Profiles are the general or wanted 
behaviors extracted from tracking activities of users, network connections, and hosts during a fixed 
time. Anomaly-based intrusion detection model is also called the behavior-based model and 
represented as a dynamic approach. The fundamental merit of an anomaly-based intrusion detection 
model is to detect zero-day attacks because it is not reliable to acknowledge the unwanted users’ 
activity in the signature database. Further, another technique exists, and it is a hybrid detection 
technique or protocol analysis detection techniques. The hybrid technique has the advantage of a high 
detection rate in the misuse detection and high potentiality of inconsistency detectors in recognizing the 
latest attacks. It expands the rate of detection of previously known intrusions and to decrease the false-
positive rate of undefined attacks. This work focuses on an intrusion detection model constructed in 
machine learning techniques utilizing cyber-security data [28-37]. 

Machine learning uses to make decision using computers. It is a part of artificial intelligence and 
further related to computational statistics. Classification refers to supervised learning that predicts the 
cyber-attack class labels of samples from training security data. Thus, we analyze various popular 
classification techniques that include Bayesian approach, Tree-based model, Artificial Neural Network 
based model that are used frequently in predictive analytics, to develop a fruitful data-driven IDS 
predictive model for providing intelligent services of cyber security [38-44]. 

In this paper, we employ various popular machine learning classification techniques, such as Bayesian 
Network (BN), Naive Bayes (NB), Random Forest (RF), Decision Tree (DT), Random Tree (RT), 
Decision Table (DTb), and Artificial Neural Network (ANN) for classifying cyber-attacks and make a 
comparative analysis with experiments [39-47]. 
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3.0 RESEARCH METHODOLOGY 
 
This section presents our data-driven IDS model of numerous machine learning tech- niques. It 
incorporates several steps: dataset exploration, data processing, and machine learning-based security 
modeling. It has been discussed these steps chronologically, as below. Datasets represent a collection 
of information records that consist of several attributes or features and related facts related to the cyber-
security model. So, it is essential to realize the nature of cyber-security data containing various types of 
cyber-attacks and relevant features. The reason is that raw security data collected from relevant cyber 
sources could be used to analyze the various patterns of security incidents or malicious behavior, to 
build a data-driven security model to achieve our goal. In this work, KDD’99 cup data has been used to 
develop predictive models for differentiating the relationship between intrusions or several attacks. 
This dataset contains 4898431 instances with 41 attributes. In Table 1, we have shown the features of 
KDD’99 cup datasets. In this dataset, attacks are classified into four main groups: 

– DoS: Denial of service (DoS) is a kind of attack in which a legitimate user does not have access to 
the system and network resources. Online banking services, email may be affected. DoS attacks 
comprise of the SYN flood attack and the Smurf attack. 

– R2L: Remote to Local (R2L) is an attack where an attacker tries to gain access to the victim machine 
without having an account in it. 

– U2R: User to Root (U2R) is an attack where an attacker tries to gain privilege shaving local access in 
the victim machine. 

– PROBE: In Probe, the attacker targets the host and tries to get information about the host. 

We first prepare the dataset, including these attack categories and available attributes for developing 
machine learning-based IDS models. There are four types of features used in this dataset; they are 
Basic features, Content Features, Time-based Traffic Features, and Host-based Traffic Features. 
Feature-based attributes are extracted from TCP/IP connections. Traffic features are computed by 
window interval. It divides into two groups; one is ‘same host features’ and another one is ‘same 
service features.’ They are both called time-based features. Sometimes, in the case of probing, there is 
a slower scan than 2 s. To solve this problem, ‘same host features’ and ‘same service features’ are 
recomputed by the connection window. Then it is called connection based features. DoS and probing 
may have several connections to a host/s during a period. In Table 2, we have summarized these 
categories of attacks. In contrast to that, Root to Local (R2L) and User to Root (U2R) attacks generally 
require a single connection. Content-based features have been used to detect these attacks. Then 
process these features according to the requirements and design the target machine learning-based IDS 
model. This data-driven pattern-based decision analysis plays a useful role in providing data-driven 
intelligent cyber-security services. 

Classification is a supervised learning technique and popularly used to model cyber intrusions based on 
multi-category of attacks. In supervised learning, data is always labeled previously. In the training 
phase, the classifier learns the labels so that in the test phase, it can predict correctly for unseen data. In 
our analysis, we implement the popular machine learning techniques used for various purposes. Several 
techniques summarize as below: 

– Bayesian Network and Naive Bayes: A Bayesian Network, breaks up a probability distribution based 
on the conditional independencies, while Bayesian inference is used to infer a marginal distribution 
given some observed evidence. Bayesian Network is used to detect, diagnose, and reasoning. Naive 
Bayes is a kind of Bayesian network and is a commonly used machine learning algorithm. It is a basic 
probabilistic based technique that calculates the probability to classify or predict the cyber-attack class 
in a given dataset. This method assumes each feature’s value as independent and considers the 
correlation or relationship between the features. Naive Bayes includes two probabilities; one is the 
conditional probability, and another one is class probability. Class probability is determined by 
dividing the frequency of each class instance by total instances. Conditional probability is the ratio of 
the occurrence of each attribute for a given class, and the occurrence of samples for that class. Naive 
Bayes is faster than other classifiers. 
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– Decision Tree and Decision Table: Decision tree is one of the most popular classification and 
prediction algorithms in machine learning. ID3 proposed by J. R. Quinlan is a common top-down 
approach for building decision trees. Based on this, the C4.5 algorithms, and later BehavDT approach 
[20], IntruDTree model have been constructed to generate the decision trees. Decision Tree is a tree-
like structure, in which an internal node represents attributes, and branches represent the outcome, and 
leaf represents a class label. These algorithms generate decision rules to predict the outcome for unseen 
test cases. These algorithms provide high accuracy and better interpretation. The Decision Tree can 
work with both continuous and discrete data. A Decision Table illustrates the complex decision rules 
representing a tabular form consists of rows and columns. 

– Random Forest and Random Tree: Random Forest is a classifier comprising of decision trees 
operated as an ensemble learning. Breiman et al. propose it. The reason is that it combines both the 
different set of data called bootstrap aggregation and also numerous features selection, to predict the 
outcome. Similarly, Random Trees are essentially the combination of single model trees with Random 
Forest ideas, where each node contains k randomly chosen attributes in tree. So, it increases the 
accuracy of Random Forest than that of a single tree. 

 

– Artificial Neural Network: In addition to the above classical machine learning techniques, we also 
take into account a neural network learning model. The most commonly used form of neural network 
architecture is the Multilayer Perceptron that has an input layer consisting of several inputs, one or 
more hidden layers that typically use sigmoid activation functions and one output layer to predict the 
attack. This approach uses back propagation to build the network. 

We discuss our machine learning-based intrusion detection model that carries out on four main 
components: 

– Attack Class Label: All the diverse threats have been counted as different distinct class labels to put 
them into model intrusion detection systems. For instance, different types of attacks such as DoS, U2R, 
R2L, PROBE shown in Table 2 are represented as distinct classes; Class 1, Class 2, Class 3, and Class 
4 respectively. – Security Features or Attributes: These are used independently to predict the above 
cyber threats. These are also known as features such as protocol type, service, duration, and error-rate. 
shown in Table 1, on which the cyberattacks class levels are dependent. 
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– Training and Testing Dataset: The dataset is categorized into two; one is a training dataset, and 
another one is the test dataset. The training data set is used to train the IDS model, and the testing 
dataset is used to evaluate the generalization of that IDS model. We use a large amount of the 
cybersecurity data mentioned above for developing the IDS model and the rest for testing purposes. 

 

 

4.0 RESULT 
 

In the section, we show the effectiveness of machine learning classification techniques for detecting 
intrusions. For this, we analyze various popular classification techniques that include the Bayesian 
approach, tree-based model, Artificial Neural Network in our IDS model. Notably, we have compared 
the effectiveness of several popular classification techniques, such as Bayesian Network (BN), Naive 
Bayes (NB), Random Forest (RF), Decision Tree (DT), Random Tree (RT), Decision Table (DTb), and 
Artificial Neural Network (ANN), to evaluate the intrusion detection model. To test the IDS model, we 
use the 10-fold cross-validation on the dataset. 10-fold cross-validation evaluates models by breaking 
the data into ten different sets of samples. From them, nine partitioned sets are trained, and the 
remaining one is tested. It continues ten times and then takes the average accuracy. To compare the 
potentiality of models, precision, recall, f1-score, and accuracy, are calculated as defined above. To 
evaluate the performances of each classifier based IDS model, Fig. 1 and Fig. 2 show the comparison 
of accuracy, precision, recall, and f1-score, respectively. For evaluation, we use the same set of train 
and testing data in each classification based IDS model.  
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From Fig. 1 and Fig. 2, we find that Random Forest classifier based IDS model consistently performs 
better than other classifiers for detecting intrusions. In particular, the Random Decision Forest gives the 
best results concerning the accuracy, precision, recall, f1-score. The reason behind it is that the 
Random Forest classifier at first originates several decision trees and thus deduces a set of rules in the 
forest. Every tree in a Random Forest Model behaves as a different machine learning classification 
technique, and thus it generates more logic rules by taking into account the majority voting of these 
trees while producing the outcome. For this reason, the Random Forest Model performs better in 
precision, recall, f1-score, and accuracy. Overall, the machine learning classifier based IDS model 
discussed above is fully data-oriented that reflects the behavioral patterns of various cyber-attacks. 
Although we consider data-driven prediction according to the patterns available in a given dataset 
using machine learning techniques, a decency based model could be more effective in developing a 
data-driven intrusion detection system. Moreover, incorporating contextual information and their 
analysis [21, 16] could play an important role to build smart intrusion detection system. 

 

5.0 CONCLUSION 

The potentiality and fruitfulness of a machine learning-based intrusion detection modeling is a great 
concern for IT personals, e-commerce, and application developers for security purposes. Generally, a 
cyber-security data set consists of different categories of cyber attacks with relevant features. Hence, 
some classifiers may not perform well in terms of accuracy and their actual prediction rate based on 
diverse categories of attacks and a variety of features. In this paper, we have discussed the 
effectiveness of the data-driven intrusion detection model by taking into account popular classification 
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techniques in machine learning. We have evaluated various performance metrics like precision, recall, 
f1-score, and overall accuracy. In the future, we extend the cyber-security datasets and have a plan to 
design a data-driven intrusion detection system for providing automated security services for the cyber-
security community. 

 

REFERENCES 
 

[1] Xin, Yang, et al. "Machine learning and deep learning methods for cybersecurity." Ieee access 6 (2018): 
35365-35381. 

[2] Fraley, James B., and James Cannady. "The promise of machine learning in cybersecurity." SoutheastCon 
2017. IEEE, 2017. 

[3] Bahrami, Javad, Viet B. Dang, Abubakr Abdulgadir, Khaled N. Khasawneh, Jens-Peter Kaps, and Kris Gaj. 
"Lightweight implementation of the lowmc block cipher protected against side-channel attacks." 
In Proceedings of the 4th ACM Workshop on Attacks and Solutions in Hardware Security, pp. 45-56. 2020. 

[4] Handa, Anand, Ashu Sharma, and Sandeep K. Shukla. "Machine learning in cybersecurity: A review." 
Wiley Interdisciplinary Reviews: Data Mining and Knowledge Discovery 9.4 (2019): e1306. 

[5] Salloum, Said A., et al. "Machine learning and deep learning techniques for cybersecurity: a review." 
Proceedings of the International Conference on Artificial Intelligence and Computer Vision (AICV2020). 
Springer International Publishing, 2020. 

[6] Bahrami, Javad, Mohammad Ebrahimabadi, Sofiane Takarabt, Jean-luc Danger, Sylvain Guilley, and 
Naghmeh Karimi. "On the Practicality of Relying on Simulations in Different Abstraction Levels for Pre-
Silicon Side-Channel Analysis." 2022. 

[7] Stamp, Mark. Introduction to machine learning with applications in information security. Chapman and 
Hall/CRC, 2017. 

[8] Sadi, Mehdi, Yi He, Yanjing Li, Mahabubul Alam, Satwik Kundu, Swaroop Ghosh, Javad Bahrami, and 
Naghmeh Karimi. "Special Session: On the Reliability of Conventional and Quantum Neural Network 
Hardware." In 2022 IEEE 40th VLSI Test Symposium (VTS), pp. 1-12. IEEE, 2022. 

[9] Stamp, Mark. "A survey of machine learning algorithms and their application in information security." 
Guide to vulnerability analysis for computer networks and systems: an artificial intelligence approach 
(2018): 33-55. 

[10] Yavanoglu, Ozlem, and Murat Aydos. "A review on cyber security datasets for machine learning 
algorithms." 2017 IEEE international conference on big data (big data). IEEE, 2017. 

[11] Bahrami, Javad, Mohammad Ebrahimabadi, Jean-Luc Danger, Sylvain Guilley, and Naghmeh Karimi. 
"Leakage power analysis in different S-box masking protection schemes." In 2022 Design, Automation & 
Test in Europe Conference & Exhibition (DATE), pp. 1263-1268. IEEE, 2022. 

[12] Mathews, Alex. "What can machine learning do for information security?." Network Security 2019.4 
(2019): 15-17. 

[13] Ahmadinejad, Farzad, Javad Bahrami, Mohammd Bagher Menhaj, and Saeed Shiry Ghidary. "Autonomous 
Flight of Quadcopters in the Presence of Ground Effect." In 2018 4th Iranian Conference on Signal 
Processing and Intelligent Systems (ICSPIS), pp. 217-223. IEEE, 2018. 

[14] Yavanoglu, Ozlem, and Murat Aydos. "A review on cyber security datasets for machine learning 
algorithms." 2017 IEEE international conference on big data (big data). IEEE, 2017. 

[15] Zavareh, Bozorgasl, Hossein Foroozan, Meysam Gheisarnejad, and Mohammad-Hassan Khooban. "New 
trends on digital twin-based blockchain technology in zero-emission ship applications." Naval Engineers 
Journal 133, no. 3 (2021): 115-135. 

[16] Sarker, Iqbal H., et al. "Cybersecurity data science: an overview from machine learning perspective." 
Journal of Big data 7 (2020): 1-29. 

[17] Bozorgasl, Zavareh, and Mohammad J. Dehghani. "2-D DOA estimation in wireless location system via 
sparse representation." In 2014 4th International Conference on Computer and Knowledge Engineering 
(ICCKE), pp. 86-89. IEEE, 2014. 

[18] Shaukat, Kamran, et al. "A survey on machine learning techniques for cyber security in the last decade." 
IEEE Access 8 (2020): 222310-222354. 

[19] Ford, Vitaly, and Ambareen Siraj. "Applications of machine learning in cyber security." Proceedings of the 
27th international conference on computer applications in industry and engineering. Vol. 118. Kota 
Kinabalu, Malaysia: IEEE Xplore, 2014. 

[20] Amini, Mahyar, et al. "MAHAMGOSTAR.COM AS A CASE STUDY FOR ADOPTION OF LARAVEL 
FRAMEWORK AS THE BEST PROGRAMMING TOOLS FOR PHP BASED WEB DEVELOPMENT 
FOR SMALL AND MEDIUM ENTERPRISES." Journal of Innovation & Knowledge, ISSN (2021): 100-
110. 

[21] Pan, Bing, et al. "The relationship between cyber security and machine learning."  International Journal of 
Basis Applied Science and Study 8.4 (2022): 996-1003. 



International Journal of Applied Science and Information Science     Volume 13, Issue 11 – 2022 

Copyright © The Author(s). Published by Scientific Academic Network Group. This work is licensed under the Creative Commons Attribution International License (CC BY). 

3905	

[22] Amini, Mahyar, and Aryati Bakri. "Cloud computing adoption by SMEs in the Malaysia: A multi-
perspective framework based on DOI theory and TOE framework." Journal of Information Technology & 
Information Systems Research (JITISR) 9.2 (2015): 121-135. 

[23] Sharifani, Koosha and Amini, Mahyar and Akbari, Yaser and Aghajanzadeh Godarzi, Javad. "Operating 
Machine Learning across Natural Language Processing Techniques for Improvement of Fabricated News 
Model." International Journal of Science and Information System Research 12.9 (2022): 20-44. 

[24] Amini, Mahyar, et al. "Development of an instrument for assessing the impact of environmental context on 
adoption of cloud computing for small and medium enterprises." Australian Journal of Basic and Applied 
Sciences (AJBAS) 8.10 (2014): 129-135. 

[25] Shaukat, Kamran, et al. "Performance comparison and current challenges of using machine learning 
techniques in cybersecurity." Energies 13.10 (2020): 2509. 

[26] Amini, Mahyar, et al. "The role of top manager behaviours on adoption of cloud computing for small and 
medium enterprises." Australian Journal of Basic and Applied Sciences (AJBAS) 8.1 (2014): 490-498. 

[27] Buczak, Anna L., and Erhan Guven. "A survey of data mining and machine learning methods for cyber 
security intrusion detection." IEEE Communications surveys & tutorials 18.2 (2015): 1153-1176. 

[28] Amini, Mahyar, and Nazli Sadat Safavi. "Critical success factors for ERP implementation." International 
Journal of Information Technology & Information Systems 5.15 (2013): 1-23. 

[29] Apruzzese, Giovanni, et al. "The role of machine learning in cybersecurity." Digital Threats: Research and 
Practice (2021). 

[30] Amini, Mahyar, et al. "Agricultural development in IRAN base on cloud computing theory." International 
Journal of Engineering Research & Technology (IJERT) 2.6 (2013): 796-801. 

[31] Dasgupta, Dipankar, Zahid Akhtar, and Sajib Sen. "Machine learning in cybersecurity: a comprehensive 
survey." The Journal of Defense Modeling and Simulation 19.1 (2021): 57-106. 

[32] Amini, Mahyar, et al. "Types of cloud computing (public and private) that transform the organization more 
effectively." International Journal of Engineering Research & Technology (IJERT) 2.5 (2013): 1263-1269. 

[33] Sarker, Iqbal H., et al. "Intrudtree: a machine learning based cyber security intrusion detection model." 
Symmetry 12.5 (2020): 754. 

[34] Amini, Mahyar, and Nazli Sadat Safavi. "Cloud Computing Transform the Way of IT Delivers Services to 
the Organizations." International Journal of Innovation & Management Science Research 1.61 (2013): 1-5. 

[35] Kilincer, Ilhan Firat, Fatih Ertam, and Abdulkadir Sengur. "Machine learning methods for cyber security 
intrusion detection: Datasets and comparative study." Computer Networks 188 (2021): 107840. 

[36] Amini, Mahyar, and Nazli Sadat Safavi. "A Dynamic SLA Aware Heuristic Solution For IaaS Cloud 
Placement Problem Without Migration." International Journal of Computer Science and Information 
Technologies 6.11 (2014): 25-30. 

[37] Thomas, Tony, et al. "Machine learning and cybersecurity." Machine Learning Approaches in Cyber 
Security Analytics (2020): 37-47. 

[38] Amini, Mahyar, and Nazli Sadat Safavi. "A Dynamic SLA Aware Solution For IaaS Cloud Placement 
Problem Using Simulated Annealing." International Journal of Computer Science and Information 
Technologies 6.11 (2014): 52-57. 

[39] Amit, Idan, et al. "Machine learning in cyber-security-problems, challenges and data sets." arXiv preprint 
arXiv:1812.07858 (2018). 

[40] Sadat Safavi, Nazli, et al. "An effective model for evaluating organizational risk and cost in ERP 
implementation by SME." IOSR Journal of Business and Management (IOSR-JBM) 10.6 (2013): 70-75. 

[41] Sadat Safavi, Nazli, Nor Hidayati Zakaria, and Mahyar Amini. "The risk analysis of system selection and 
business process re-engineering towards the success of enterprise resource planning project for small and 
medium enterprise." World Applied Sciences Journal (WASJ) 31.9 (2014): 1669-1676. 

[42] Sadat Safavi, Nazli, Mahyar Amini, and Seyyed AmirAli Javadinia. "The determinant of adoption of 
enterprise resource planning for small and medium enterprises in Iran." International Journal of Advanced 
Research in IT and Engineering (IJARIE) 3.1 (2014): 1-8. 

[43] Safavi, Nazli Sadat, et al. "An effective model for evaluating organizational risk and cost in ERP 
implementation by SME." IOSR Journal of Business and Management (IOSR-JBM) 10.6 (2013): 61-66. 

[44] Teixeira, Marcio Andrey, et al. "SCADA system testbed for cybersecurity research using machine learning 
approach." Future Internet 10.8 (2018): 76. 

[45] Khoshraftar, Alireza, et al. "Improving The CRM System In Healthcare Organization." International Journal 
of Computer Engineering & Sciences (IJCES) 1.2 (2011): 28-35. 

[46] Annamalai, Chinnaraji. "Application of Factorial and Binomial identities in Information, Cybersecurity and 
Machine Learning." International Journal of Advanced Networking and Applications 14.1 (2020): 5258-
5260. 

[47] Abdollahzadegan, A., Che Hussin, A. R., Moshfegh Gohary, M., & Amini, M. (2013). The organizational 
critical success factors for adopting cloud computing in SMEs. Journal of Information Systems Research 
and Innovation (JISRI), 4(1), 67-74. 

 
 


