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ABSTRACT

The ability of blockchain technology to record transactions on distributed ledgers offers new
opportunities for governments to improve transparency, prevent fraud, and establish trust in the public
sector. However, blockchain adoption and use in the context of e-Government is rather unexplored in
academic literature. In this paper we systematically review relevant research to understand the current
research topics, challenges and future directions regarding blockchain adoption for e- Government. The
results show that the adoption of blockchain based applications in e-Government is still very limited
and there is a lack of empirical evidence. The main challenges faced in blockchain adoption are
predominantly presented as technological aspects such as security, scalability and flexibility. From an
organizational point of view the issues of acceptability and the need of new governance models are
presented as the main barriers to adoption. Moreover, the lack of law and regulatory support is
identified as the main environmental barrier of adoption. Based on the challenges presented in the
literature, we propose future research questions that need to be addressed to inform the best approach
in blockchain adoption for e-Government systems.
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1.0 INTRODUCTION

Innovations and transformations across many aspects of the public sector can be driven by the use of
new technologies by governments. The use of information technologies (IT) to improve the public
sector is often capture by the label of e- Government [1-11]. The initial focus of e-Government to
provide and maintain a technological environment in government has evolved into transforming the
government business model and organization, and is expanded to also cover the transformation of the
relationships between government and citizens, businesses and other non-state actors. Hence, the
adoption of new technology to improve public services delivery has become more critical for
government organizations [12-19]. Blockchain technologies, that are (amongst others) at the core of
cryptocurrencies such as Bitcoin, are presented as a major breakthrough with great potential in public
sectors. Blockchain has the potential to make government operations more efficient by improving the
delivery of public services and increasing trust in public sectors. Also blockchain applications can be
transformative, as it can change the way transactions and recorded [20-28]. Basically, blockchain is a
distributed ledger that is shared among participating parties in a network, used to record transactions
that are verified by a consensus mechanism that creates trust in the network. The majority of the
participants in the network have to agree to approve the transaction. Once a record is created and
accepted by the blockchain, it can never be altered. In this way, the distributed ledger provides an
immutable record and ensure traceability of transactions. Governments around the world are starting
the explore the potential benefits and concerns of integrating blockchain based applications into the
public-private sector [29-37]. It is believed that blockchain has great potential benefits for the
government such as data integrity, data quality, transparency, avoidance of fraud and manipulation,
reducing corruption, and enhancing trust, security, and privacy. These potential benefits attracted the
attention of governments in many countries to improve transparency and to eliminate corruption.
Several countries such as the USA, the United Kingdom, the Netherlands, the United Arab Emirates,
Estonia, Sweden and China announced blockchain initiatives to actively explore its uses in the public
sector [38-44]. Some of the potential benefits such as trust and transparency can be especially
beneficial for developing countries since they are more vulnerable to corruption, fraud, and lack of
trust than developed countries. However, most of the current research related to blockchain is focusing
on its application for cryptocurrencies, such as Bitcoin, and only a limited number of research is
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targeted at exploring the utilization of blockchain in other environment [45-50]. The importance of
interdisciplinary research in the potential use of blockchain technology for government was suggested.
They argue for more research into the possibilities of using Blockchain in the public sector to improve
public services and to solve some of public sector governance problems such as inefficiency, fraud and
corruption. In this article we analyze the state of the art in blockchain adoption in the public sector by
performing a systematic study of peer-reviewed scientific literature. With this literature review we
provide an overview of challenges in blockchain adoption in the public sector that serves as insight for
both practitioners and researchers in order to suggest areas for further research. The structure of this
article is as follows: Section 2 lays the theoretical foundations concerning blockchain technology for
government by exploring the potential benefits of blockchain for government as well as presenting its
implications. In section 3 we present our research methodology for the literature review, followed by
section 4 in which we present the challenges for blockchain adoption based on the literature review. In
section 5 we translate these challenges into future research topics. We finalize with a discussion of the
practical implications and limitations of our literature review in section 6.

2.0 LITERATURE REVIEW

Blockchain was first proposed in 2008. Blockchain is essentially a public ledger, in which all
transactions are stored in a chain of data packages (blocks) and distributed across a peer-to-peer
network. All involved nodes in the network hold a copy of the blocks [1-9]. Every transaction or digital
event in the public ledger has to be validated using a consensus mechanism by the majority of those
participating nodes in the network. If agreed, then the transaction is recorded in a new block. A
timestamp is applied to the new block along with a hash pointer as a link to the previous block and a
nonce, which is a random number for verifying the hash [10-17]. After that, the new block is added to
the previous chain of blocks and distributed across the network. In this way, blockchain provides a
secure, decentralized, persistent, fault- tolerant and auditable transaction platform which allows a
transaction to take place in a decentralized fashion without the need of a central intermediary [18-26].
In general, blockchain has the following key characteristics: Decentralization. Unlike a traditional
transaction which is validated through a central trusted agency, every node in the network can validate
transactions and has an identical copy of the ledger. This mechanism causes transactions in a
blockchain to have advantages in fault tolerance, data consistency, higher user control, attack
resistance, transparency and it also enables the removal of third-party intermediaries, such as a notary
or financial institutions; Persistency [27-36]. The use of a consensus mechanism, a time- stamp, and a
cryptographic seal mean that invalid transactions will not be admitted and it becomes impossible to
edit, delete or copy transactions that are already recorded in the blockchain. These blockchain features
provide for data consistency, fraud protection, ownership assurance and immutable records of the
transactions; Anonymity. Interactions based on blockchain technologies take place between two
individuals using public-key cryptography, by which their identities are covered by pseudonyms. In
this way, user privacy will be better protected than in classic electronic transactions; Auditability [37-
43]. All transactions in a blockchain are stored in a chronological order, including the previous block’s
hash and storage of the hash of the current transaction which is meant to connect the next block when
added. With this mechanism, transactions can be easily verified and tracked. These key characteristics
of blockchain technology provide some potential benefits to be utilized in the public sector to improve
public services. Some of the benefits such as the distributed architecture, the immutability and
transparency may be useful to eradicate fraud and corruption in public sector. With the use of the
technology, every transaction in public services can be recorded without manipulation and enables
better transparency and subsequently can improve trust in public services [44-50]. If the promised
benefits of blockchain technology could be proved, it is possible that the technology could reach an
inflection point and start gaining widespread acceptance by governments around the world in the near
future. However, point out that those potential benefits have not been proven by empirical evidence as
of yet. Consequently, further interdisciplinary research in broader aspects of blockchain such as
governance models, design variables, impact and risk are needed. Therefore, we used a literature
review to map the challenges of blockchain adoption in the domain of government, but first we present
the method that we followed for finding the literature in the next section.
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3.0 RESEARCH METHODOLOGY

Given the importance of the potential use of blockchain in the public sector, we carried out a
systematic literature review to identify current research and potential use of blockchain technologies in
e-government applications. To achieve this aim, we formulated the following research question: What
is the current state of the art in research and which are the main challenges faced in adopting
blockchain technologies in the domain of e-Government? In this work, the guidelines for a systematic
literature review provided by Kitchenham and Charters are followed. We used the following search
terms , derived from the major terms in our main research question, are: Challenges of Blockchain
Technology Adoption for e-Government: A Systematic Literature Review (blockchain OR “block
chain” OR “distributed ledger”) AND (government OR “public service” OR “public sector”) We used
three electronic database resources to find research articles: Scopus, ScienceDirect, and SpringerLink.
Title, abstract and keywords were used to conduct a search for published journals papers, conference
proceedings, workshops, and symposiums. The literature search resulted in 354 articles up to 30
December 2017 (see Figure 1).

Total import: 354 articles

Scopus Springerlink ScienceDirect
48 articles 177 articles 129 articles
EXCLUDE on duplicate studies
12 articles
EXCLUDE on topic
Selection based on titleand abstract | | 141articles
26 articles included EXCLUDE on publication type
173 articles
EXCLUDE on language
2 articles
Selection based on full article EXCLUDE on topic
21 articles included I* 1 S articles

Figure 1: Search and study selection

A number of additional criteria were determined to select appropriate studies for inclusion in the
review. To be included in the review, articles should: (a) be published in a peer-reviewed journal or
conference proceedings, (b) present research about the use of blockchain technology in e-government,
(c) be presented in English, (d) be accessible in full-text, (¢) not duplicate with articles from other
databases. After filtering, the article set was narrowed down to 26 articles. All 26 eligible publications
were manually read to check the relevance for this research. An evaluation based on the full- text
reading reduced the number of articles to 21 articles. The search and selection processes of this review
are illustrated in Figure 1, and the full list of the selected articles is presented in Table 1. In the next
section we present a description of these articles and analyze them to find the challenges they present
for blockchain adoption in government.

4.0 RESULT

Some pioneering works were published in efforts to explore blockchain adoption for e-Government
systems and services. There were 21 scientific articles published proposing blockchain integration
within e-Government, in which 15 articles were published in conference proceedings and only 6
articles appeared in scientific journals. Furthermore, of the 21 articles 3 of them were published in
2016 and 18 articles appeared in 2017. This suggests that efforts to utilize blockchain technology in the
public sector have only just begun. This comes not as a surprise as noted, who shows that the potential
use of blockchain in the public sector has not been widely realized and reported upon so far. When
looking into the application domain, most of the research (7 articles) discuss the application of
blockchain for e- Government in general, discuss the idea, potential benefits, current issues, potential
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use, approach and evaluation of blockchain adoption. Blockchain applications in public healthcare
received the highest attention, with four articles looking into the possible use of blockchain to improve
patient medical records integrity. Meanwhile, three articles examined the use of blockchain in
education services to overcome lack of data integration and integrity in the public education secto.
Moreover, blockchain adoption is proposed in the context of smart cities in other 3 articles, two articles
look into in the context of government to business supply chains, and single articles are dedicated to
digital identity, e-voting, and the tax system. The state of the art in literature shows that the utilization
of blockchain in the e-Government domain is still very limited. It is likely that not all typical
applications to record transactional data such as ownership, important information and document
records such as land and vehicle registry, certificates (birth, marriage, education), (business) licenses
and others, as suggested, have been explored. This descriptive overview indicates that applications
based on blockchain technologies have not yet materialized in full in the public sector. There is much
work that is rather conceptual and does not link to actual implementations or evaluations in the
empirical work. We therefore carried out another analysis of the literature by looking into the research
process stages that are represented by the literature. This will yield an extra indicator for the state of the
art in the academic literature on blockchain adoption in the public sector. In order to classify the
research process stages presented in the selected articles, we use the categorization of the systems
development research process which are: conceptual framework, system architecture, system analysis
and design, system (prototype) development and system evaluation. After reading all the selected
articles, we identified 11 articles that are focused on providing conceptual frameworks of blockchain
utilization in e-Government applications. Some of the articles discuss current issues, the potential
benefits, the importance and general vision of adopting blockchain technology to improve public
services delivery, and e-voting. Furthermore, we analyzed the influence of blockchain technology on
the smart city

5.0 CONCLUSION

n this article we present the findings of a systematic literature review on the current state of affairs in
research and the challenges faced in the adoption of blockchain technologies in the domain of e-
Government. Our findings show that academic research in this area has only just started and issues
discussed in the selected literatures are still very limited. Consequently, more intensive research in this
area is still necessary to advance the maturity of this field of research. Particularly, empirical studies
using rigorous research protocols should be enforced in government context to study the various
potential benefits of blockchain adoption. Empirical studies will increase the reliability and clarify the
validity and limitations of the advantages and potential benefits of blockchain technology. This is
relevant for the government practice as well as the academic research. The contemporary literature
shows that the main challenges in blockchain adoption are rooted in the technology aspects such as
security, scalability and flexibility. Meanwhile, the need of new governance models and acceptability
of this technology are the major challenges from the organizational perspective. Moreover, from the
environmental aspect, laws and regulations support is the biggest problem that needs to be addressed.
In order to resolve the technological challenges, we propose research into blockchain technology
standards and a reference architecture for e-Government applications. Also a systemic approach to
study the transformational consequences with more emphasis on the organizational context in
developing blockchain based applications is needed. Moreover, an approach to find a balance between
regulatory and legal frameworks and the applications of innovative blockchain technologies is needed.
Finally, a shared, secure and scalable infrastructure to stimulate the development and diffusion of new
blockchain-based technology is important to advance large-scale adoption. The limitations of our
literature review are linked to the choice of the search terms used, the journals included and the time
period of the publication of the selected articles. Some important facts from publications that fall into
the realm of grey literature might be missed since we did not include grey literature in our review.
However, the articles discussed in this review provide an overview of the state of the art in academic
research in blockchain technology adoption for the e- Government system. Annual repetition of the
literature review will allow us to track and map the developments in this research area. To conclude,
the review in this study offers a useful starting point for future research themes for the development of
blockchain-based e-Government systems for practitioners and researchers.

Copyright © The Author(s). Published by Scientific Academic Network Group. This work is licensed under the Creative Commons Attribution International License (CC BY).

645



International Journal of Basis Applied Science and Study Volume 11, Issue 6 — 2021

(1]

[2]

B3]

(4]

(3]

(el

(7]

(8]

(9]

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

REFERENCES

Craighead, Christopher W., David J. Ketchen Jr, and Jessica L. Darby. "Pandemics and supply chain
management research: toward a theoretical toolbox." Decision Sciences 51.4 (2020): 838-866.

Wong, Lai-Wan, et al. "Unearthing the determinants of Blockchain adoption in supply chain management."
International Journal of Production Research 58.7 (2020): 2100-2123.

Bozorgasl, Zavareh, and Mohammad J. Dehghani. "2-D DOA estimation in wireless location system via
sparse representation." In 2014 4th International Conference on Computer and Knowledge Engineering
(ICCKE), pp. 86-89. IEEE, 2014.

Hazen, Benjamin T., et al. "Supply chain management for circular economy: conceptual framework and
research agenda." The International Journal of Logistics Management 32.2 (2021): 510-537.

Wieland, Andreas. "Dancing the supply chain: Toward transformative supply chain management." Journal
of Supply Chain Management 57.1 (2021): 58-73.

Sodhi, ManMohan S., and Christopher S. Tang. "Supply chain management for extreme conditions: research
opportunities." Journal of Supply Chain Management 57.1 (2021): 7-16.

Marbun, Dahlena Sari, et al. "Role of education management to expediate supply chain management: a case
of Indonesian Higher Educational Institutions." International Journal of Supply Chain Management (IJSCM)
9.1 (2020): 89-96.

Cheung, Kam-Fung, Michael GH Bell, and Jyotirmoyee Bhattacharjya. "Cybersecurity in logistics and
supply chain management: An overview and future research directions." Transportation Research Part E:
Logistics and Transportation Review 146 (2021): 102217.

Golmohammadi, Amir-Mohammad, Negar Jahanbakhsh Javid, Lily Poursoltan, and Hamid Esmaeeli.
"Modeling and analyzing one vendor-multiple retailers VMI SC using Stackelberg game theory." Industrial
Engineering and Management Systems 15, no. 4 (2016): 385-395.

Asamoah, David, et al. "Inter-organizational systems use and supply chain performance: Mediating role of
supply chain management capabilities." International journal of information management 58 (2021):
102195.

Ahmadinejad, Farzad, Javad Bahrami, Mohammd Bagher Menhaj, and Saeed Shiry Ghidary. "Autonomous
Flight of Quadcopters in the Presence of Ground Effect." In 2018 4th Iranian Conference on Signal
Processing and Intelligent Systems (ICSPIS), pp. 217-223. IEEE, 2018.

Nunes, L. J. R., T. P. Causer, and D. Ciolkosz. "Biomass for energy: A review on supply chain management
models." Renewable and Sustainable Energy Reviews 120 (2020): 109658.

Zavareh, Bozorgasl, Hossein Foroozan, Meysam Gheisarnejad, and Mohammad-Hassan Khooban. "New
trends on digital twin-based blockchain technology in zero-emission ship applications." Naval Engineers
Journal 133, no. 3 (2021): 115-135.

Golgeci, Ismail, and Olli Kuivalainen. "Does social capital matter for supply chain resilience? The role of
absorptive capacity and marketing-supply chain management alignment." Industrial Marketing Management
84 (2020): 63-74.

Zeinali, Behrad, and Jafar Ghazanfarian. "Turbulent flow over partially superhydrophobic underwater
structures: The case of flow over sphere and step." Ocean Engineering 195 (2020): 106688.

Saragih, Jopinus, et al. "The impact of total quality management, supply chain management practices and
operations capability on firm performance." Polish Journal of Management Studies 21.2 (2020): 384-397.
Hadiana, Hengameh, Amir Mohammad Golmohammadib, Hasan Hosseini Nasabc, and Negar Jahanbakhsh
Javidd. "Time Parameter Estimation Using Statistical Distribution of Weibull to Improve Reliability."
(2017).

Saragih, Jopinus, et al. "Supply chain operational capability and supply chain operational performance: Does
the supply chain management and supply chain integration matters." Int. J Sup. Chain. Mgt Vol 9.4 (2020):
1222-1229.

Bahrami, Javad, Viet B. Dang, Abubakr Abdulgadir, Khaled N. Khasawneh, Jens-Peter Kaps, and Kris Gaj.
"Lightweight implementation of the lowmc block cipher protected against side-channel attacks."

In Proceedings of the 4th ACM Workshop on Attacks and Solutions in Hardware Security, pp. 45-56. 2020.
Zeinali, Behrad, Jafar Ghazanfarian, and Bamdad Lessani. "Janus surface concept for three-dimensional
turbulent flows." Computers & Fluids 170 (2018): 213-221

Tonnissen, Stefan, and Frank Teuteberg. "Analysing the impact of blockchain-technology for operations and
supply chain management: An explanatory model drawn from multiple case studies." International Journal
of Information Management 52 (2020): 101953.

Amini, Mahyar, and Aryati Bakri. "Cloud computing adoption by SMEs in the Malaysia: A multi-
perspective framework based on DOI theory and TOE framework." Journal of Information Technology &
Information Systems Research (JITISR) 9.2 (2015): 121-135.

Amini, Mahyar. "The factors that influence on adoption of cloud computing for small and medium
enterprises." (2014).

Khan, Syed Abdul Rehman, et al. "A state-of-the-art review and meta-analysis on sustainable supply chain
management: Future research directions." Journal of Cleaner Production 278 (2021): 123357.

Copyright © The Author(s). Published by Scientific Academic Network Group. This work is licensed under the Creative Commons Attribution International License (CC BY).

646



International Journal of Basis Applied Science and Study Volume 11, Issue 6 — 2021

[25]

[26]

[27]

[28]

[29]

[30]

311

[32]

[33]

[34]

[35]

[36]

371

[38]

[391

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

Amini, Mahyar, et al. "Development of an instrument for assessing the impact of environmental context on
adoption of cloud computing for small and medium enterprises." Australian Journal of Basic and Applied
Sciences (AJBAS) 8.10 (2014): 129-135.

Harini, Sri, et al. "Analysis supply chain management factors of lecturer’s turnover phenomenon."
International Journal of Supply Chain Management (2020).

Amini, Mahyar, et al. "The role of top manager behaviours on adoption of cloud computing for small and
medium enterprises." Australian Journal of Basic and Applied Sciences (AJBAS) 8.1 (2014): 490-498.
Lahane, Swapnil, Ravi Kant, and Ravi Shankar. "Circular supply chain management: A state-of-art review
and future opportunities." Journal of Cleaner Production 258 (2020): 120859.

Amini, Mahyar, and Nazli Sadat Safavi. "Critical success factors for ERP implementation." International
Journal of Information Technology & Information Systems 5.15 (2013): 1-23.

Tsai, Feng Ming, et al. "Sustainable supply chain management trends in world regions: A data-driven
analysis." Resources, Conservation and Recycling 167 (2021): 105421.

Amini, Mahyar, et al. "Agricultural development in IRAN base on cloud computing theory." International
Journal of Engineering Research & Technology (IJERT) 2.6 (2013): 796-801.

Xu, Song, et al. "Disruption risks in supply chain management: a literature review based on bibliometric
analysis." International Journal of Production Research 58.11 (2020): 3508-3526.

Amini, Mahyar, et al. "Types of cloud computing (public and private) that transform the organization more
effectively." International Journal of Engineering Research & Technology (IJERT) 2.5 (2013): 1263-1269.
Alexander, Anthony, et al. "Managing the “new normal”: the future of operations and supply chain
management in unprecedented times." International Journal of Operations & Production Management
ahead-of-print (2022).

Amini, Mahyar, and Nazli Sadat Safavi. "Cloud Computing Transform the Way of IT Delivers Services to
the Organizations." International Journal of Innovation & Management Science Research 1.61 (2013): 1-5.
Maheshwari, Sumit, Prerna Gautam, and Chandra K. Jaggi. "Role of Big Data Analytics in supply chain
management: current trends and future perspectives." International Journal of Production Research 59.6
(2021): 1875-1900.

Amini, Mahyar, and Nazli Sadat Safavi. "A Dynamic SLA Aware Heuristic Solution For IaaS Cloud
Placement Problem Without Migration." International Journal of Computer Science and Information
Technologies 6.11 (2014): 25-30.

Amini, Mahyar, and Nazli Sadat Safavi. "A Dynamic SLA Aware Solution For IaaS Cloud Placement
Problem Using Simulated Annealing." International Journal of Computer Science and Information
Technologies 6.11 (2014): 52-57.

Sadat Safavi, Nazli, et al. "An effective model for evaluating organizational risk and cost in ERP
implementation by SME." IOSR Journal of Business and Management (IOSR-JBM) 10.6 (2013): 70-75.
Sadat Safavi, Nazli, Nor Hidayati Zakaria, and Mahyar Amini. "The risk analysis of system selection and
business process re-engineering towards the success of enterprise resource planning project for small and
medium enterprise." World Applied Sciences Journal (WASJ) 31.9 (2014): 1669-1676.

Sadat Safavi, Nazli, Mahyar Amini, and Seyyed AmirAli Javadinia. "The determinant of adoption of
enterprise resource planning for small and medium enterprises in Iran." International Journal of Advanced
Research in IT and Engineering (IJARIE) 3.1 (2014): 1-8.

Newiduom, Ladson, Keypi Jackson, and Ibrina Browndi. "Information Technology and Cloud Computing
Altering the Searching and Training of Involved Urban Planning." International Journal of Science and
Information System 4.2 (2019): 90-95.

Opuiyo, Atora, et al. "Three-Dimensional Modelling of Urban Temperature Landmasses and Its Planning
Consequences." International Journal of Smart City Planning Research 20.21 (2019): 426-430.

Embouma, Mike, et al. "Smart Green Evenhanded Metropolis Actions against Urban Planning in European
Union." International Journal of Basis Applied Science and Study 56.14 (2019): 1218-1222.

Safavi, Nazli Sadat, et al. "An effective model for evaluating organizational risk and cost in ERP
implementation by SME." IOSR Journal of Business and Management (IOSR-JBM) 10.6 (2013): 61-66.
Khoshraftar, Alireza, et al. "Improving The CRM System In Healthcare Organization." International Journal
of Computer Engineering & Sciences (IJCES) 1.2 (2011): 28-35.

Perevozova, Iryna, et al. "Integration of the supply chain management and development of the marketing
system." International Journal of Supply Chain Management 9.3 (2020): 496-507.

Abdollahzadegan, A., Che Hussin, A. R., Moshfegh Gohary, M., & Amini, M. (2013). The organizational
critical success factors for adopting cloud computing in SMEs. Journal of Information Systems Research
and Innovation (JISRI), 4(1), 67-74.

Zhang, Lixuan, et al. "Blockchain and cryptocurrency for announcing securely timestamped script
submission and peer review reaction using the supply chain management ." International Journal of Science
and Information System 9.3 (2021): 86-92.

Chen, Lee, et al. "Adoption of blockchain technology improving supply chain management system in small
and medium cyber security enterprises ." International Journal of Computer Science and Information
Technology 13.9 (2021): 2864-2870.

Copyright © The Author(s). Published by Scientific Academic Network Group. This work is licensed under the Creative Commons Attribution International License (CC BY).

647



